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DATA SHEET

Essentials Email Security Suite

All-in-one encryption, data loss prevention and email threat protection

Benefits

 Protect from phishing, spam,
zero-hour malware, business
email compromise (BEC) and
more

o Safeguard users from
malicious links and
attachments

» Automate encryption - no
more forgetting to click
‘encrypt’

e Protect sensitive and
confidential data

o Comply with HIPAA, GLBA,
FINRA and more

* Manage and support from
one, easy-to-use OpenText
Secure Cloud Interface

Best Method of Delivery
(BMOD)

Your environment
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sender server

Turnkey email DLP filters

« Financial (GLBA and SOX)

Healthcare (HIPAA and medical research)

Education (FERPA)

General Data Protection Regulation (GDPR)

Email remains the dominant communication tool for business
and the most common attack vector for advanced threats.
Protecting email communications is mission critical.

Email security made simple

OpenText Cybersecurity’s Essentials Email Security Suite combines gold-
standard email encryption with all-in-one email threat protection. This
helps you protect users from malicious threats while protecting sensitive
communication between you and your clients.

OpenText Core Advanced Email
Encryption powered by Zix™

OpenText™ Core Advanced Email Encryption removes the hassle of encrypting
email and gives teams the peace of mind of knowing that sensitive data sent
via email is secure. Our solution is considered the industry gold-standard.

Our turnkey DLP filters scan the content of all your outbound email and
automatically encrypts or quarantines based on policies you define, for any
email environment to secure your mailbox far beyond its native capabilities.

The solution can also provide senders and managers insight into what caused
an email to encrypt, helping to promote awareness of your email compliance
policies. And if an email is sent with sensitive content, OpenText can
quarantine the message and alert management for review.
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Title and real estate industry o Credit card numbers

State privacy * FINRA

Human resources o Custom filters at no additional cost
Social Security numbers




Benefits

e 90,000+ customers from
large enterprises to SMBs

« Compatible with M365, on-
prem Exchange and Google
Workspace

o All federal financial
institutions

 Examination Council (FFIEC)
regulators

e U.S. Securities and Exchange
Commission (SEC)

e 30% of U.S. banks
e 1,200+ U.S. hospitals

o 30+ Blue Cross Blue Shield
(BCBS) plan
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OpenText Core Advanced Email Threat Protection

OpenText™ Advanced Email Threat Protection provides multi-layered filtering
that permits legitimate email while blocking malicious threats such as
phishing, impersonation, malware, ransomware and spam-type messages -
automatically.

The multi-layer filtering engine delivers an extraordinary level of accuracy that
reduces both false negatives (bad emails getting in) and false positives (good
emails kept out). This reduces the time you spend managing the system and
reduces friction for users.

« Attachment Quarantine performs forensic analysis on attachments in a
secure, cloud-based sandbox environment. It can also deliver a disarmed
version of files by removing macros or converting files to PDF.

o Link Protection rewrites all links to safe versions and performs time-of click
analysis on the destination address.

« Impersonation and Domain Protection helps prevent spoofing by detecting
small variations in communications and domains.

« Message Retraction (for Microsoft 365) enhances your incident response
with the ability to retract malicious emails already delivered to users’
inboxes.

« Automatic defense provides a 99.9% catch rate and ultra low false-positive
rate.

Proprietary & multi-engine malware scanning

Allow and block lists
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Deliver to inbox

OpenText Cybersecurity provides comprehensive security solutions for companies and
partners of all sizes. From prevention, detection and response to recovery, investigation
and compliance, our unified end-to-end platform helps customers build cyber resilience
via a holistic security portfolio. Powered by actionable insights from our real-time and
contextual threat intelligence, OpenText Cybersecurity customers benefit from high
efficacy products, a compliant experience and simplified security to help manage
business risk. DS_011823
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